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Introduction

Despite its many similarities to Windows 2000, Microsoft's Windows XP is very much a different product.
Microsoft designed XP with security in mind, and among the implications of this focus was a redesign of
the networking subsystem. Because of these changes, VPN clients that worked with Windows 2000 do
not work with Windows XP. Most VPN client vendors, SonicWALL included, do not yet have available a
VPN client that works with XP, causing some difficulty for those enterprises looking to deploy Microsoft's
latest OS. Both Windows XP and its predecessor Windows 2000 have VPN support built in—PPTP and
L2TP—but neither of these is compatible with standard IPSec VPN'’s, despite the fact that the latter is a
subset of the IPSec standard. This precludes the better-known VPN capabilities from natively connecting
to another true IPSec endpoint, such as that offered by a SonicWALL.

Fortunately, Microsoft also saw fit to include true IPSec capabilities in 2K and XP, but they did not wrap
them in a friendly wizard. With a few minutes of configuration via the MMC, however, it is quite simple to
set up Windows XP as a VPN client to a SonicWALL VPN. This will allow current XP clients to remotely
and securely access their SonicWALL protected corporate networks, and will also allow those enterprises
that have been delaying XP deployment because of VPN access considerations to deploy immediately.

Configuring an IPSec VPN between Windows XP and a SonicWALL requires no changes to the
SonicWALL configuration. This document assumes the SonicWALL is configured with an existing
GroupVPN, and it will illustrate step-by-step how to complete the Windows XP client side configuration.

Home Office. DSL Connection. Corporate Site. SonicWALL EE
WinXP IP Address 64.65.66.67 WAN IP: 172.16.0.254/24
LAN IP: 192.168.168.168/24

Corporate LAN: 192.168.168.0/24
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|@j SonicWALL Administration - Microsoft Internet Explorer provided by MoosExplorer D.!
B @bk - O [ [ b Oseach rFavorites @ Media £ -8B

Addres: _L[ http:/f192.168.168.168 /management.html

Configure

Log | Add/Modify IPSec Security Associations

Filter I . . —
Security Association GroupVPN ||
Ll IPSec Keying Mode  IKE using pre-shared secret v/
_ Meoess | Disable This SA []
Advanced |
DHCP I Secarity policy
Require XAUTHRADIUS ]
Ll (only allows VPN clients)
Anti-Virus I Forward packets to remote VPNs [ ]

High Availability | SA Life time (secs) 23300

Encryption Method Encrypt and Auhenicate (FSPDES HVAGMDS) |
Shared Secret 0123MO0SE3210

VPN Client Configuration File

|
| - |

Logout i STATUS: The configuration has been updated. | Bt |
_@_:‘;l_ : O-Internet

Figure 1. SonicWALL VPN Configuration Screen, GroupVPN.

Figure 1 shows the GroupVPN configuration screen. Any of the values on this page can be changed and
the Windows XP client can be configured accordingly, but for the sake of this example, we will leave
everything except the Shared Secret Key at its default value. The guide also assumes that the
SonicWALL is fully configured and operational, and that VPN connectivity has been tested from a known-
working client. The information we need from the existing SonicWALL configuration is:

e The WAN IP Address (assuming 172.16.0.254)

* The LAN Subnet (assuming 192.168.168.0/24)

¢ The IPSec Keying Mode (assuming default IKE Using Pre-Shared Secret)
e The Encryption Method (assuming default ESP DES HMAC MD5)

The component of Windows XP that we will use to configure our Client VPN is called secpol.msc, a
snap-in for the MMC, the Microsoft Management Console. You can launch secpol msc a number of

different ways, the easiest of which is to click M then select & ™" and type secpol.msc and
hit Enter. This will launch the MMC:
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{5=[x]

‘5P Local Security Settings
File  Action View Help

= XE 2

-8 Account Policies

=8 Local Policies

{23 Public Key Policies

ED Software Restriction Policies

g IP Security Policies on Local Computer

Mame
[0 Account Policies

(@ Local Policies

[CAPublic Key Policies

[Cd3oftware Restriction Policies

.g IP Security Policies on Local Computer

Figure 2. The Secpol.msc MMC Snap-In Main Screen.

From the default view, right click on “IP Security Policies on Local Computer” and select “Create IP

Security Policy...”
= (Ex]

5P Local Security Settings

File Action View Help
= =X E2
r@ Security Settings Mame

E@ Account Policies (8 Account Policies

-8 Local Polices (8 Local Policies

E‘D Pubiic Ky Palices [ZOPublic Key Policies

ED CAINaLE Hestcion Balces [CA50ftware Restriction Policies

g 1P Security Polides on Local Computer R ——

Manage IF filter lists and filter actions...
All Tasks 13
Refresh
Help

Create an IP Security policy

Figure 3. Creating a new IP Security Policy Step 1.

A wizard will appear. Click “Next” to bring up the following screen:

SONICWALL>
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1P Security Policy Wizard e
IP Security Policy Name i
MName this IP Security policy and provide a brief description
.
MName:

SonicWALL VPN|

Description:

S ——
[ -'.Ea(k\_“/)Nead‘; J[ Cancel

Figure 4. Naming the IP Security Policy.

Name the IP Security Policy “SonicWALL VPN” (or whatever you wish) and optionally enter a description.
Click “Next”. The next screen that appears will ask if you want to enable the “Default Response Rule.”
DESELECT this box, we do not wish to leave this rule enabled:

IP Security Policy Wizard B[
Requests for Secure Communication B
Specify how this policy responds to requests for secure communication.
-

The default response rule responds to remote computers that request security, when no
other rule applies. To communicate securely, the computer must respond to requests for
SECUre commurnication.

( >|- Activate the default response rule.

o

[ aBac( ” )lext; J[ Cancel ]

S

Figure 5. Deselecting the Default Response Rule.

After clearing the “Default Response Rule”, click “Next”. Leave the “Edit Properties” checkbox selected,
and click “Finish”.
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8

IP Security Policy Wizard

@a)

Completing the IP Security policy wizard

You have successfully completed specifying the properties
for your new |P Security policy.

To edit your IP Security policy now, select the Edit properties
check box, and then click Finish.

¥ Edit properties

To close this wizard, click Finish.

Figure 6. Completing the Policy Wizard.

The Properties page will appear and will include a default rule. We will leave this rule deselected, and will
add two rules of our own: one for traffic from our client to the SonicWALL (“SNWL Filter”), and one for

return traffic (“SNWL Filter Return”):

Hew IP Security Policy Properties 3 % | .
Rules | General
@pm  Securty rules for communicating with other computers
P Security rules:
IP Fitter List | Filter Action | Authentication... | Tu
O <Dynamics Default Response Kerberos No
( | I [
O“id--- | e | | B )~ Use Add Viizard
[ QK l [ Cancel ]

Figure 7. Adding Rules to the IP Security Policy.
Deselect the “Use Add Wizard” and click “Add” to add the first of our two Rules and Filters:
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Hew Rule Properties 3] %]
Authentication Methods | Tunnel Setting Connection Type
IP Filter List | Fiter Action
T The selected IP fiter list specifies which network traffic will be
B affected by this nule.
IP Fitter Lists:

Name | Description |
O Al ICMP Traffic Matches all ICMP packets betw .
O Al IP Traffic Matches all IP packets from this ...

‘ Ed I Edit... | Remaove |

ok | Cancel | gl |

Figure 8. Default Rule/Filter List Page.

Click “Add”. We will define the outbound traffic Filter. Name the filter (“SNWL Filter’) and enter an optional
description. Clear the “Use Add Wizard” button and click “Add”:

—1 1P Filter List B[]
s An P filtter list is composed of muttiple filters. In this way, multiple subnets, [P
i: addresses and protocols can be combined into one IF filter.
Name:
SNWL Filter
Description: @I
Traffic from Client to SNWL Edit... |
Remove |
Filters: [ Use Add Wizard
Mimored | Description | Protocol | Source Fort | Destiniation
£ | I
0K I Cancel
24

Figure 9. Adding the first Filter.

The “Filter Properties” page will appear (Figure 10). Deselect the “Mirrored” box. Enter the Source and
Destination addresses for this Filter. For the source address we will select “Any IP Address”. This will
allow for tunnel initiation from any network interface on your machine. (Note: If you only wish to allow
initiation from a particular address, select “A Specific IP Address” and enter the address of the interface
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you wish to allow.) The destination address will be the LAN segment of the remote/corporate network
behind the SonicWALL (192.168.168.0 255.255.255.0):

“Filter Properties E] ﬁ

Addressing | Protocal | Description I

r Source address:

JAny 1P Address |
r— Destination address:
A specific [P Subnet j

Paddess: | 192 . 168 . 168 . 0
Subne*tmask:l 255 . 255 ., 255 . 0O

‘ [~ Mimored. Also match packets with the exact opposite source and
destination addresses.

Cancel |

Figure 10. Adding Source and Destination Addresses to “SNWL Filter”.

Click “OK” and select the “SNWL Filter” button. Select the “Filter Action” tab:

Authentication Methods | Tunnel Setting Connection Type I
IP Fiter List | w ction
= The selected IP filter list specifies which network traffic will be
L affected by this rule.
IP Filter Lists:
MName | Description |
O Al ICMP Traffic Matches all ICMP packets betw .
~ O Al IP Traffic Matches all IP packets from this .
C 1O SHWL Fiter Traffic from Cliertt to SNWL
Add... | Edit... | Remove |
Close Caricel | Apply |

Figure 11. Selecting the Filter to Configure.
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This will bring up the “Filter Action” screen with the three default actions. Leave these deselected. We will
create a new action by clearing the “Use Add Wizard” and clicking the “Add” button, as illustrated in figure

12:

‘Wew Rule Properties (B8]%]
Authentication Methods Tunnel Setting | Connection Type |
IP Filter List Filter Action

The selected filter action specifies whether this rule negotiates
for secure network traffic, and how it will securs the traffic.

Fitter Actions:
MName | Description
) Permit Pemit unsecured IP packetsto ...
) Request Securty {Optional) Accepts unsecured communicat ...
O Require Security Accepts unsecured communicat ..

@l edt.. | P ) use e iz

Close Cancel Apply
| |

Figure 12. Adding a Filter Action for “SNWL Filter”.

On the Filter Action Properties screen (figure 13) clear the “...unsecured communication...” boxes toward
the bottom, select “Negotiate Security” at the top, and click “Add”:

SONICWALL>
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B

Hew Filter Action Properties

Securty Methods | General |

" Pemit

™ Block

C)G Megatiate securty:

Securty method preference order:
Type | AHlIntegity | ESP Confidential.. | E{

Edit...

Femove

Y

Miove up

B i | EY fd e down

i

[ Accept unsecured communication, but always respond using IPSec
[ Allow unsecured communication with non-IP Sec-aware computer

[T Session key perfect forward secrecy [PES]

ok | canced | ey |

Figure 13. Defining Filter Action Properties

Under “Security Method” select “Custom” and then “Settings” (figure 14):

New Security Method (B %]

Security Method |

" Encryption and Integrity
Data will be encrypted and verified as authentic and unmodified

" Integrity only
Data will be verfied as authentic and unmedified. but will not be
encrypted

(s o

ings...

ok | cancel |

Figure 14. Selecting Custom Security Method.

We will now select a security method to match the configuration of our SonicWALL GroupVPN (ESP DES
HMAC MD5). You can leave the Session Key settings at default (never timeout) or change them as you
wish:
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| Custom Security Method Settings =&

Specify the settings for this custom security method.

[™ Data and address integrity without encryption (AH) :
|rtegrity algarittim:

¥ Dataintearty and encryption (ESP):

Integrity algorithm:
I MD5 M I
Encryption algorithm:

JoES =l

Session key settings:

I Generste a new key every: ™ Generate a new key every

100000 I'#L':'
Kbytes =T seconds

( Yk | cancel |

Figure 15. Defining a Custom Security Method.

Click “OK” a few times to return to the “New Rule Properties” screen. Select the filter action (“SNWL
Filter”) you just created:

‘Hew Rule Properties E]ﬁ
Authertication Methnqs ] Tunnel Sang | Connection Type |
IP Fitter List Fiter Action
The selected fitter action specifies whether this rule negotiates
for secure networlk traffic, and how it will secure the traffic.
Filter Actions:
Name | Description
O Pemit Permit unsecured IP packetsto ..
(O Request Security {Optional) Accepts unsecured communicat...
\ O Require Security Accepts unsecured communicat ...
( {2 SNWL Fiter Action Security Setting for SonicWALL .. |
add.. | Edt. | Remmve | ™ Use AddWheard

Close I Canzel I Apply |

Figure 16. Selecting the Defined Filter Action.

Select the “Tunnel Settings” tab, and specify the WAN address of your SonicWALL:
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Hew Rule Properties @ﬁ
IP Filter List | Filter Action
Authertication Methods Tunnel Setting Connsction Type

S The tunnel endpoint is the tunneling computer closest to the
i’ |P traffic destination, as specified by the associated P filter
list. It takes two nules to describe an IPSec tunnel.

= Thie ule does not specify an IPSec tunnel,

( >(=' The tunnel endpeint is specified by this |P address:
[172.16 . 0 .254

ok | concel | Aeply |

Figure 17. Set the Client to SonicWALL tunnel endpoint.

Select the “Authentication Methods” tab, highlight the default “Kerberos” method, and click edit, as
illustrated in figure 18:

Hew Rule Properties @ ﬁ
IP Fikter List | Fiter Action
Authentication Methods | Tunnel Setting | Connection Type

Authentication methods specify how trust iz established
) between computers. These authentication methods are
= = offered and accepted when negotiating security with another
computer.

Puthentication method preference order:
Method | Details |

Femayve

[E
[Crea
[EERE

Move up

M ove down

Close I Cancel | Apply |

Figure 18. Editing the Authentication Method.

Selecting “Edit” will allow us to specify our shared-secret key (0123MOOSE3210) that we retrieved from
the SonicWALL GroupVPN configuration:

SONICWALL>

© 2002 SonicWALL, Inc. SonicWALL is a registered trademark of SonicWALL, Inc. Other product and company names mentioned herein may be trademarks and/or registered
trademarks of their respective companies




TECHnotes

Using the Windows XP VPN Client with SonicWALL Internet Security Appliances

Edit Authentication Method Properties )]

Authentication Method

The authentication method specifies how trust is established
gl between the computers.

o= o

™ Active Directory default (Kerberos V5 protocal)
™ Use a cerificate from this certification authority (CA):

I Browse. . |

‘ >ﬁ' Use this string (preshared key):
( :123|’-'|005E.§;1|}

@E Cancel_|

Figure 19. Entering the Preshared Secret Key.

Clicking “OK” will take you back to the “New Rules Property” page. We are now done with the first half of
the configuration. The second half is considerably quicker, since most of our components are already
defined. We will now build the Rule and Filters for traffic from the SonicWALL back to our Client.

Select the “IP Filter List” tab again, and click “Add”, as illustrated in figure 20:
B[]

ethods | Tunnel Setting Connection Type
- Filter Action

Hew Rule Properties

The selected IP filter list specifies which network traffic will be

5
i: affected by this rule.

IP Filter Lists:
Name | Description |
O Al ICMP Traffic Matches all ICMP packets betw. .
O AlIP Traffic Matches all IP packets from this ...
& SNWL Fiter Traffic from Client to SNWL

(’-S‘dd | Bt | Remaove |
Close I Carcel I Apply |

Figure 20. Adding a filter for return traffic.
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This will bring up the now familiar “IP Filter List” screen. Name the filter list (“SNWL Filter Return”), enter
an optional description, deselect “Use Add Wizard” and click “Add”. This will bring up the Filter Properties

screen:

| Filter Properties

o]

Addressing | Protocal I Description I

Source address:

lA spectfic IP Subnat

|

IPAddress:I 192 .

168 . 168 . 0

Subnetmask:l 255 . 255 , 255 . O

r— Destination address:

| Any 1P Address

&

>|_ Mirored. Also match packets with the exact opposite source and
destination addresses.

‘ ﬁK I Cancel |
4

Figure 21. Setting the Return Filter properties

Just as we did before, we will define the properties of this IP Security filter, only this time, we will reverse
the flow. The Source Address will become the remote/corporate subnet (192.168.168.0 255.255.255.0),
and the Destination Address will be “Any Address” (or whatever option you wish to select, as described
earlier). Be sure to again clear the “Mirrored” box, and click “OK” twice. You will return to the “IP Filter

List” screen, and it should now look as follows:

Edit Rule Properties E]
Authentication Methods | Tunnel Setting I Connection Type
IP Fitter List Fitter Action
z The selected IP fitter list specifies which networlk traffic will be
AL affected by this rule.

IP Fitter Lists:

Name

| Description |

O 4IICMP Traffic

O Al IP Traffic

& SNWL Filter

O SNWL Filter Retum

add.. | Ed. |

Matches all ICMP packets betw...
Matches all IP packets from this ...
Traffic: from Client to SNWL
Traffic from SNWL to Client

Hemaye |

ose Carcel | Apply
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Figure 22. The IP Filter List with both filters defined.

Click “Close” to return to the “SonicWALL VPN Properties - Rules” page. It should look as follows:

‘SonicWALL VPN Properties (B]%]
Rules | General |
Securty rules for communicating with other computers
IP Security niles:
IP Filter List | Fiter Action | Authertication... | Tu
[Fl:SNWL Fiter SNWL Filter Action Preshared Key 17
a <Dymamic > Default Response Kerberos Mo
‘_.<J il | B_],
e | | |
‘ d.. Edit... Hermosve I~ Use Add Wizard
V

Figure 23. The “SonicWALL VPN Properties” Rules page.

Click “Add” and we will define the rule for return traffic. Figure 24 depicts the “New Rule Properties” view:

Hew Rule Properties E’Jﬁ

Authertication Methods | Tunnel Setfiog onnection Type I
IP Fier List w

1: The selected |P filter list specifies which network traffic will be
LR affected by this rule.
IP Fitter Lists:
Mame | Description |
O Al ICMP Traffic Matches all ICMP packets betw ...
O Al P Traffic Matches all IP packets from this ...
=~ O SNWL Fiter Treffic from Client to SNWL
C o5 er Re Traffic from SNWL to Client
L

add.. | Edt. | FRemove |

Close I Caricel | Apphy

Figure 24. New Rule Propetrties.

Select the “SNWL Filter Return” button. Click on the “Filter Action” tab, and select the previously defined
“SNWL Filter Action”:

SONICWALL>
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2]

Tunnel Setting | Connection Type |
Filter Action

Edit Rule Properties

Authentication Methods
IP Filter List

The selected filtter action specifies whether this rule negotiates
far secure network traffic, and how it will sscure the traffic.

Filter Actions:

Name

| Description

O Pemit

O Request Security (Optional)
O Require Security

(O] SNWL Fiter Action

™~
LA

Permit unsecured IF packets to ...
Accepts unsecured communicat. ..
Accepts unsecured communicat...

Remove | [ Use Add Wizard

o< ]

Cancel | Apply

Figure 25. Selecting the “SNWL Filter Action”.

Next, select the “Tunnel Setting” tab, and enter the Client’s IP address (assume 64.65.66.67). This is the
only parameter that must be unique to the client’s configuration:

Edit Rule Properties |
P Fitter List | Filter Action |
Authentication Methods Tunnel Setting Connection Type

The tunnel endpaint is the tunneling computer closest to the
IP traffic destination, as specified by the associated [P fiter

=
=
a list. It takes two rules to describe an IPSec tunnel.

' This rule does not specify an IPSec tunnel.
% The tunnel endpoint is specified by this IP address:
| 64 .65 .66 . 67|

Cancel | Aoply |

o |

Figure 26. Setting the return tunnel endpoint.

Select the “Authentication Methods” tab, once again, highlight the default “Kerberos” method, and click
edit, as illustrated in figure 27:
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Hew Rule Properties @ ﬁ
IP Fitter List | Fitter Action
Authentication Methods I Turinel Setting | Connection Type

Authentication methods specify how trust is established
) between computers. These authentication methods are
b offered and accepted when negetiating security with another
computer.

Authentication method preference order:
| Method | Details

Femove |

Maoye up

Maove down

i

Cloge I Caricel | Apphy |

Figure 27. Editing the Authentication Method.

Selecting “Edit” will allow us to specify our shared-secret key (0123MOOSE3210) that we retrieved from
the SonicWALL GroupVPN configuration:

“Edit Authentication Method Properties B[]

Authentication Method

The authentication method specifies how trust is established
== between the computers.

" Active Directory default (Kerberos V5 protocol)
" Use a certfficate from this certification authority (CA):

I Browse... |

‘ 25' Use this string (preshared key):
( 0123MO0SE32y
\

oK Carcel |

Figure 28. Entering the Preshared Secret Key.

Clicking “OK” will return you to the “SonicWALL VPN Properties” page. It should now look as follows:

SONICWALL>
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SonicWALL VP Properties B%]
Rules | General
Securty rules for communicating with other computers
IP Securty niles:

IP Filter List | Fitter Action | Authertication... | Tu
SNWL Filter SNWL Fule 1 Preshared ey 17
[AiSNWL Fiter Retum  SNVWL Rule 1 Preshared Key 15
O <Dynamic: Default Response Kerberos Na
3 | Bl

| Edit’.. | Hemove | [~ Use Add Wizard

Click “Apply” and “Close” to return to the “Local Security Settings” master page:

Figure 29. The completed Rules page.

[P Local Security Settings ===
File Action View Help
= 2 ag
r@ Security Settings Name ¢ Description | Policy Assigned
E@ Account lP.oIicies Client (Respond Cnly) Communicate normally (uns... Mo
- (8 Local Policies New TP Security Policy Mo
E% P”::E Key Palidies . Mew IP Security Palicy (1) Mo
E‘g E:S arg R;STI_CtDn Pf ||:|e|sc = Secure Server (Require Security) For all IP traffic, always req... Mo
SR Bl o S oMU Server (Request Security) For all IP traffic, always req... Mo
ASonicWALL VPN WinXP to SNWL GroupVPN fes
<] 3

Figure 30. Completed Local Security Settings page.

Right Click on the “SonicWALL VPN” Security Policy, and select “Assign”. The policy is now active, and
you should be able to bring up the VPN by initiating traffic to the 192.168.168.0 network; a ping should
do. The first packet or few packets will initiate the VPN connection, and will display “Negotiating IP
Security.” Depending on the speed of your connection, the tunnel should come up after 1 to 10 ping

packets:
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C:sDocuments and Settingssjlevy MOOSELANDping 192 _.168.168.168
Pinging 192_168_.168.168 with 32 bhytes of data:

Megotiating IP Security.

Reply from 192.168.168_.168: bytes=32 time=1ims TTL=64
Reply from 192.168.168.168: bytes=32 time=1ims TIL=64
Reply from 192 _168.168_168: bytes=32 time=ims TIL=64

Ping statistics for 1%2_168.168.168:

Packets: Sent = 4. Received = 3, Lost = 1 {25 loss).
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

Figure 31. Negotiating the VPN with ICMP traffic.

You should now have VPN connectivity between you Windows XP client, and your SonicWALL VPN,
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Supplement: Exporting and Importing the Windows XP Client VPN
Settings

NOTE: Only use this option if there are no existing IP Security Policies defined on the export or import
machines. Using this export/import method with other IP Security Policies present will yield unpredictable
results. This method also assumes that Source and Destination addresses pertaining to the Client have
been defined as “My IP Address” or “Any IP Address” and do not specifically define Client IP addresses.

This section is offered to speed the deployment of Windows XP to SonicWALL VPN configurations. It
allows an administrator to configure the settings described above one time on a single Windows XP
client, and to export the registry values containing that configuration for easy import by clients. The
information contained within the exported registry data contains all defined network information and your
shared-secret key and should be considered VERY SENSITIVE information. Treat it with care.

secpol.msc has its own built in import and export facility. Using the integrated facility is no more secure
than the method presented below, but it does require a bit more user intervention. With ease in mind, it
has been excluded. You can use it, if you wish, but it requires that the client launch secpol.msc, import
the policy, change a setting, and then activate it. The method presented below requires double clicking a
.reg file and modifying a single setting.

After you have successfully configured a Windows XP client for VPN access to your SonicWALL, you can
export the associated registry information with the following command:

C:\> regedit /e C:\\VPN.reg "HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Micros
oft\Windows\IPSec\Policy\Local"

This will export the settings to the file VPN.reg (about 160KB) in the root of your C:\ drive. Carefully
distribute this file to clients, and remind them to treat the file with similar care. They can import these
settings onto their workstation by double-clicking on the VPN.reg file and selecting “Yes” at the “Are you
sure you want to add...” prompt. This will import and activate the policy. Now all the client must do is
change the “SNWL Filter Return: Tunnel Setting: IP Address” value.

[Start], [Run] and type emd and hit Enter. Type ipconfig and hit Enter. This will offer a basic view of
interfaces and addresses. Note the address through which you want the VPN to be established. Type
secpol.msc and hit Enter. This will launch the MMC. Double click the “SonicWALL VPN” Security Policy.
Double click the “SNWL Filter Return” rule. Select the “Tunnel Setting” tab, and enter the correct IP
address.

The client should then be able to bring the tunnel up by initiating traffic to the remote/corporate subnet.
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